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Top 10 Health Executive Brief
ECRI is providing this abridged version of its 2022 Top 10 list of health technology hazards as

Technology Hazards R im0 sk Vit i e A

use of medical devices and systems.

fO r 2022 The full report—including detailed problem descriptions and ECRI's step-by-step

rec for g the hazards—is available to members of ECRI programs

through their membership web pages

The List for 2022
/,\ 1. Cybersecurity Attacks Can Disrupt Healthcare Delivery, Impacting Patient Safety
' , 2. Supply Chain Shortfalls Pose Risks to Patient Care

3. Damaged Infusion Pumps Can Cause Medication Errors

4. Inadequate Emergency Stockpiles Could Disrupt Patient Care during a Public
Health Emergency
5. Telehealth Workflow and Human Factors Shortcomings Can Cause
Poor Outcomes
6. Failure to Adhere to Syringe Pump Best Practices Can Lead to Dangerous
Medication Delivery Errors
7. Al-Based Reconstruction Can Distort Images, Threatening Diagnostic Outcomes
8. Poor i ics and Put Healthcare
Workers and Patients at Risk
9. Disposable Gowns with Insufficient Barrier Protection Put Wearers at Risk
10. Wi-Fi Dropouts and Dead Zones Can Lead to Patient Care Delays,
B Injuries, and Deaths
@ | For information about becoming a member of one of our programs and accessing

the full report, contact clientservices@ecri.org or call +1 (610) 825-6000, ext. 5891.
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PubMed database
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Titles and abstracts was searched with the following keywords:

‘Human Factor* OR ‘Ergonomic*’ OR ‘Usability’ AND ‘Medical device*’.
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22022FECRIBAR T 2B =ER(1/8
2010F % aE| AR =ER(1/8)
Year Rank Title Human Product | 8% B4 - AAHk human factor
Factor 1/Process issues
2
2010 1| EHMEEGR L4 | Cross-Contamination 1 2 cleaning sterilization
from Flexible
Endoscopes
2010 2| B A E Alarm Hazards 1 1 alarm alarm hazards
2010 6| R FA R ESE Needlesticks or other 1 1 hardware needle
sharps injuries
2010 8| F4rm4 B AE (4 | Surgical stapler hazards 1 1 hardware Surgical stapler
Rk E - 4 A3y | (improper stapler
) positioning, uneven
distribution, etc.)
2011 2| BwHRAE Alarm hazards 1 1 alarm alarm hazards
2011 3 N BT L5 | Cross-contamination from 1 2 cleaning sterilization
flexible endoscopes
2011 S| BAEER ~ 244 %% | Dataloss. system 1 1 software interface connection/data
ot it TT i 457 incompatibilities, and lost
other health IT
complications
2011 S| st Fu i 47 BB E Needlesticks and other 1 1 hardware needle
sharps injuries
2012 1 | S Alarm hazards 1 1 alarm alarm hazards
2012 3| 4E M ER AR e AR | Medication 1 2 setting medication

administration errors
using infusion pumps

2012 4| ZHNEAEGRE L5 | Cross-contamination 1 2 cleaning sterilization
from flexible
endoscopes
2012 AL E Y EEE R Enteral feeding 1 1 hardware other
misconnections
2012 S| bl vtk di BEE Needlesticks and other 1 1 hardware needle
sharps injuries
2013 1| B4 6 E | Alarm hazards 1 1 alarm alarm hazards
2013 2| 4k H ik R a4 s R | Medication 1 2 setting medication

administration errors
using infusion pumps

2013 4| EHR Foilfb #3549 Patient/data mismatches 1 1 software interface connection/data
B R R T LA in EHRs and other lost
IT 44 health IT systems
2013 S| Bk fhdoft ik IT Interoperability failures 1 1 software interface connection/data
& B E B s with medical devices lost
and health IT systems
2013 7| 4B R A HT R A A 52 | Inattention to the needs 1 2 training improper training
e of pediatric patients
when using “adult”
technologies
2013 8| A BAEA R A 2 BEH | Inadequate reprocessing 1 2 cleaning sterilization
Fu F 47 B AR of endoscopic

20104 Z20224EECRIZ AR T 2500 5 555 (2/8)
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devices and surgical

instruments
2014 1| 2w AE Alarm hazards 1 alarm alarm hazards
2014 2| B AR AR Infusion pump 2 setting medication
medication errors
2014 4 | EHR Aol b3 f ¥ o Data integrity failures 1 software interface connection/data
$ 45w KoM # %42 & 1T | in EHRs and other lost
4 health IT systems
2014 6 M E4EEEER Z4vF | Inadequate reprocessing 2 cleaning sterilization
T of endoscopes
and surgical
instruments
2014 8 | B m A 4L AT R 5 | Risks to pediatric 2 training improper training
i patients from “adult”
technologies
2014 9| #BEAFHT SRR 2 Robotic surgery 2 training surgical robotic
complications due to
insufficient training
2015 1| 246k 2qaE % | Alaom Hazards: 1 alarm alarm hazards
s Fo 3T 3§ R T Inadequate Alarm
Configuration Policies
and Practices
2015 2| #HAE % ¥4 EHR 4v | Data Integrity: 2 setting use error
Ethfg g IT %+ 4y | Incorrect or Missing
e T Ty Data in EHRs and
Other Health IT
Systems 20104 22022 FECRIBAH TR SRS
11
2015 4| M ESA T 45 B R IF || Inadequate 2 cleaning sterilization
Joa Ak Reprocessing of
Endoscopes and
Surgical Instruments
2015 S| A4 ss B R 4sie e | Ventilator 1 alarm missed alarms
4 K453 ¢ 9% 7B | Disconnections Not
Y Caught because of Mis-
set or Missed Alarms
2015 6| & F R A2 443% | Patent-Handling 2 sefting use error
Foik By S Device Use Errors and
Device Failures
2015 8| # H A F47 ¢ kA L | Robotic Surgery: 2 fraining surgical robotic
B o4 3 A Complications due to
Insufficient Training
2015 10 | AHE & 0948 wdvge 2 | Overwhelmed Recall 1 alarm alarm hazards
4 AP )| and Safety-Alert
Management Programs
2016 1| 4 4 °T B 4545 2 o5 | Inadequate Cleaning of 2 cleaning sterilization
Btz 31 » Z 4 gi4s [ Flexible Endoscopes
E A before Disinfection Can
Spread Deadly
Pathogens
2016 2| A& AT e & % LB || Missed Alarms Can 1 alarm missed alarms
kR Have Fatal
Consequences
2016 6| 4 HIT & % fozk s | Errors Arise When HIT 1 hardware other
Ve AR E 44k Configurations and
Facility Work flow Do 2010FE FP022FEFCRIFAA FN T 12 BRI S 5K (4/8)|
12
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Not Support
Each Other
2016 9| ki EAERFE R E# | Failure to 2 setting use error
wfug # T fE W 3 T fg 5 | Appropriately Operate
whef o 3] de wop g | TIenSIve Care
Ventilators Can Result
in
Preventable Ventilator-
Induced Lung Injuries
2017 1| 4o 2eg i § 0949 2% | Infusion Emrors Can Be 2 setting use error
BR o Wiz ssmoT s 3 | Deadly If Simple Safety
bl Steps Are Overlooked
2017 2| #8369 £ 484 M B A || Inadequate Cleaning of 2 cleaning sterilization
A J 4T fe S sk sk | Complex Reusable
e Instruments Can Lead
to Infections
2017 3| 4 ideR R BT A6 I | Missed Ventilator 1 alarm missed alarms
B Alarms Can Lead to
Patient Harm
2017 5| F #es By o FF o ho 2 %- | Infection Risks with 1 hardware other
Asp R g ey kB | Heater-Cooler Devices
Used in Cardiothoracic
Surgery
2017 8| a#yEAZEfER | Automated Dispensing 2 setting medication
$43% T f Mg M 2% ¢ | Cabinet Setup and Use
Errors May Cause
Medication Mishaps 2010EZho2EECRIE A B T i2 R &
13
2017 9| FHip 4 BIWMA o fE | Surgical Stapler Misuse 1 hardware surgical stapler
and Malfunctions
2017 10 | 558 A SAvfE 3 ey | Device Failures Caused 2 cleaning failure
A by Cleaning Products
and Practices
2018 2 | RS eA REARE ¥ ||Endoscope 2 cleaning sterilization
s Ak BN R ||Reprocessing Failures
AR Continue to Expose
Patients to Infection
Risk
2018 4| HEARAEHERBHE || Missed Alarms May 1 alarm missed alarms
W4k #T 4 sz ||Result from
& B A o KRB Inappropriately
Configured Secondary
Notification Devices
and Systems
2018 6| sHFHH EAAL Unholstered 1 hardware other
EEREBETHE N |Electosurgical Active
AN Electrodes Can Lead to
Patient Burns
2018 8| &E B A& H o2 | Workarounds Can 1 software interface connection/data
ST HE B B #6 4 i we | Negate the Safety lost
EWRATEEART Advantages of Bar-
& Coded Medication
Administration
Systems
2019 4| R EFEHRE % # %4 | Improperly Set 2 setting use error
4% E&FnsEm | Ventlator Alams Put 20104 22022 FECRIBAF T RERERE(6/8)
14
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BSR4 & 8 &9E By | Patients at Risk for
¢ Hypoxic Brain Injury or
Death
2019 S| HESAEE (AR Mishandling Flexible 2 cleaning sterilization
i) BHhFRES %z & || Endoscopes after
# R Disinfection Can Lead
to Patient Infections
2019 S| #iE X A EHBMA S | Injury Risk from 1 hardware other
HERR Overhead Patient Lift
Systems
2020 1| 4744 BB #E Surgical stapler misuse 1 hardware surgical stapler
2020 2| FHBERGFE A Adoption of point-of- 1 hardware other
¥ k¥ care ultrasound
2020 3| BRAFRSHREREA | Sterile processing 2 cleaning sterilization
st errors in medical and
dental offices
2020 6| 4 - B EiE £ | Alarm, alert and 1 alarm alarm hazards
notification overload
2020 9| EFEEEH YA EF | Medication timing 2 setfing use error
4532 errors in EHRs
2021 2 BmEEE SHEETE 1.Drug name auto- 1 software interface display
Bysmrhasmr display—mecflic altiou
€rrors. some fatal, can
BRRAFETHER result when drug name
bt R AR | felds populate after a few
Tk THEEEHEY. | letters
SR A ERBAY 2010F ZF2022FECRIBIA E T I2 /SR 2 84
15
2021 9 | B BIERA B ERE 1.Remote operation 1 software interface connection/data
R A RSB R MRt ri;lz_ls—_remgte_opegaFOH lost
of devices designed for
HBH > bR MR bedside use, su;:h as
RER R RBLRR ventilators and infusion
pumps, introduces
insidious risks
2022 S| BEEAR M EHER | Telehealth workflow 1 software interface connection/data
ABspmEs R g4 g | and human factor lost
shortcomings can cause
poor outcomes
2022 S| t+=HBEFEZA Poor duodenoscope 2 cleaning sterilization
P T AE A2 B £ |[reprocessing
SHAERSERR ergonomics and
workflow put
healthcare workers and
patients at risk

20104 Z20224EECRIZA R T 127500 5 255(8/8)
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PRIRFTRIME R

User error Use error

ARER/EREER e EE R

R RIREE? P RIRE?

19

R ﬁFﬁ%‘ﬁEE’Jan _ﬂ__,

physn:al capabilitities
sensory capabilitites
cognitive abilities
mental & emotional state
experience

education

size & shape of device
controls & feedback

ok

Use Error

system logic

accessories

packaging & labeling
training& training materials

Device Use

nental conditions

environment

J
FDA 20005 &% — M ARRE - ESMRHARARNTRZMAMMEE - WERAEHRFRESEAD -

EEEMAENRENRRE - BEML - BERRNESERRFBELEEMRENSTE - BRESH - BIE=
DZ—MBRRBBESRIEMER - Eﬂi@—ﬁlﬁiﬁi%n’:ﬁlﬁl%ﬁ: - OIAE KRR B E & R ERVERET R

https://www.sciencedirect.com/science/article/pii/B9780128161630000013
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BHRMMER (BeM) : EHMMER (CoM) :
MMESAARRIEH « RAENE MR  ATEES KN
BEXEFMUOOME . RRENNE -

O @iBGM A BERBLF BRIl 02X REE Bk - TRE
REUE - Al e
o AEERASEHER O BESVIRT MR EN Y » 1R
B HER o
© {BesR mEtRm - 775 O THBTAIM RS 2 458
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O SRMEA—R » T
WHAE  MRZRE

US Food and Drug Administration. (2021). 2021 Guidance-

Digital Health Technologies for Remote Data Acquisition in
— Clinical Investigations, https://www.fda.gov/regulatory-
information/search-fda-guidance-documents/digital-health-

De"c‘i;‘m Abbott M‘ig::;';c technologies-remote-data-acquisition-clinical-investigations.
1999 AF ElsRiNcGMBR
Py oo AN e e i Accessed Dec 23, 2021.
#S 2MCGMIERERE Global CGM 53> 50% CGMERB—R
21
R - A
Ex == ~ W/l pY :%
A provuct recat
Derecstyle
FreeStyle
" 50 &
e A
2 (Easior To User {2/
50 PR — Lo
ISSUE:
Abbott is initiating a voluntary recall of 20 lots of FreeStyle and FreeStyle Lite Blood Glucose Test Strips
in the United States. These lots of test strips may produce erroneously low blood glucose results when used
with both "'FreeStyle Blood Glucose Meter™ and "'FreeStyle Flash Blood Glucose Meter” [neither of which
have been in production since 2010], as well as the OmniPod Insulin Management System.

22
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__ r Reasonably Foreseeable Use 150 14971:2019 scope
sEHARL

- Normal Use 1EC62366-1scope -2 ~ Abnormaluse ===a
| BEHAR I ey !
I 11 BEEMEREREERE )
I I 1 BHRERZENERARZZ) 1
1 | Correct Use 11 B BRIEER ZFRERE 1
[ [ : iR 4B TR - RRELE [

Use | UseError EEFRERMGIE & | | Lo o CADURER
[ - . I =25 HEAIEEM - BE 1
I MELGPHREEER ZBENEE - BF 11 s E Sk - B |
| BBRFPAREREIARthIEHIERE I | 418 omesome risks (r;;ated I
1 FHEARY B B - [NOTE] some risks related to use I | | tousebutnotuse error) that cannot |
I st furthercomral by ronUimeuns mst pered ey 11 e iyt 1
I 14971) I I u er control bynon- means I
ke, e, e, e, e, e, e, e, e, e e |

Reasonably Foreseeable Misuse as defined i1 ISO 14971:2019
24
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Brand A
Performing a test
(1] (2] )
2 P I '&'l
LA
WU d
Taking a sample Preparing a sample

" T O
(s il | .

Performing a test Read the result

Instructions for Use (IFU)

Brand B
m1 2 3m
fi qf— 4]
L}M,_z. =SEE ‘ /z_
F=Uval V- £
S s 5/ T -I-’B T 7
L1 H - Baesa
VY VY geny = b
|} 2

25

* EFARIGESRIRAE
(non- mandatory)

EmSAEAe

* ERRFAREREEE

WHEE /5@ (strictly mandatory)
* EHAAERAS~EHE
* FerEbz S RMEE

26

13



2023/9/12

ANEEE # HisRE

* An empirical science (#&52%l2)to collect information on how

humans interact with technology, and that knowledge can be
applied to the design and development of technologies that better
fit human behaviors, needs and limitations(174 ~ &K - FEHl).

* A common misperception is that human factors research is similar or
related to market research(fiiZ:RE) - BAMIZREREZOZEMES
AZEZHEE -

* FDAREZLUREEERRES ARFTGAYEREHRS - MELURE S
(Root Cause Analysis) & B{EARIREEIRE - AIZE S HRBEIENR AR
EE N EER - MAZEEFZRENRSE -

27
(] o
History of HFE/UE Guidance and Standard
MIL-STD-1472
| . AAMIHE48: 1993 [y, i e o e ec cence
{ow to incorporate HF in
the design process To Err is Human (1999
FDA Frist HF Guid One stop shopping for
(2000) UT design principle
AAMI HE74: 2001 (R2009) AAMI HE75:2009 (R2013)
. N Incorporated into
ok crpectation IEC 62366 &5 an Annex + Handbook of HF in Medical
(Fgﬁgraft HF Guid + 1EC 62366:2007/A1:2014 Device Design (2011)
Significa o Meet the goal ended ¢ 15 of design, and case
HF nroc
mmot Normative Informative
J— IEC 62366-1:2015 IEC TR 62366-2:2016
Harmonized
Final Guid
@y IEC 62366-1:2015/C1:2016
IEC 62366-1:2015 BRI EIGEIREF - EATUHEEGBE ;
IEC 62366-1:2015/A1:2020 IEC 62366-2:2016 AR N BB A AR EL AN HRMERGHRERE
BEEREEERXH(EBE -
28
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(T C Y (s P | .
L U N ERmS
BEENE EREIA 4 2 /3
BRI EE M R E A R B AEE A ARRL/3E/ 2R
BB E B R RS BB
HEBERT SR ERERAANE
& R R SRR R EE A
BRI Al R A B R A [ R SRR

‘4= = BR. a5 T 250 3 g2
TEsE A R
gl EmE R R
EX/1E51/RA BRSO RERERER
D E R T SR A
ERRREEE Y BEEHEER 2T
EMEEH R BN E A R R X R

29

ERAEMILHEE

cBREGEENDASY TEESHSEEEAMRLEL,  TEESEVRHE
BEAARE RIEFTRENE , B FBERH AR/ Rl TS5
SHE BRIVUEXEZEAZEREEMZERANY  TENEREE
B AR 2 B -

c TEERMEHNIMEEAREREHXAREE, DRE  BEENY
DRSNS EEEEHERBERES  DHREEEEE TR
aaREYEMAR/IRE TRESEERSEMEE ; AREERY 2@
RENER - AR/ARETREURERESHMARERABEER0ERS
sasm -

30
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* PEREIOFAFNE T EEEM AR/ AR TGRS FRE
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xR /J',E"‘K;?’E\Y,.\\%ZﬁﬁﬁE’JEQEJrF'ﬁL E"‘ = MIERET ~ FE - EREIE
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* REI110F A AmMERBECNSE R1ZAE "EEeRM - 55 1 8 : EEaM oAt L
BZER. DURHBESMRERETENMR 2 SEZHENESR

IRCETEE B I [ N T T V-2 I I V= S =
2 ﬁﬁE"Kﬁ‘uu# Food and Drug FREEGETERE BEREREARE T RE  BREREE EEYWE- aausEsr
Gl YErE B Administration (FDA)-  EU commission, (International Medical Device ~ EHfF BESELEERE  (Ministry of Fool
L KSR FD&C Act section Comp Authoritie gul Forum, IMDRF) %% - (National 2825 Drug Safety, MFDS)-B§
N £(110) 201(h) 21st Century  Medical Devices A0 B H - B|-E i Medical (Pharmaceut FEEH%(Medical
Cures Act, 2016 Regulation, MDR; R ~ WRAR - AHWP ~ B Products ical and Device Act)
Regulation (EU) WHOSE S BB EsHf &8  Administration, Medical
2017/74«5 Hﬁm#ﬁmiﬁ NMPA)‘B&%% Device Law,
In Vitro Diagnostic L REE SR PMDL)
Medical Devices Bil(20204512
Regulation, IVDR; HA218 A4
Regulation (EU) 2021466 1H
2017/746 REHEAT)
U - Eeesff - Applying Human * EU-regulation2017- = Essential principles of = YY/T0316- + E3ES -~ « Q238 U AE
H AHEH Factors and Usability ~ 745-of the European safety and performance 2016 BERES =gt d 28t0| 9
ap M TFEET Engi®ering to parliament and of the of medical devicesand  « E[SEHEY HoSE I B4
2/ BEEiE Medical council n medical IVD medical B s R A
af (2020) Devices(2016) devices(2017) devices(2018) JEFH (2017) BUZ%% « US.FDAXRES 9
il -+ BEEEHT  + Human Factors * Guidance on Clinical - BTEmMA MEORER StXI&EAM
# L e Studies and Related Evaluation (MDR)/ Hi&iHEAR FCBY - AR/ETAMTRE
58 TRt Clinical Study Performance HERSR  A%E FBERE 14 T -
[ AR Considerations in Evaluation (IVDR) of flij(2020) (2005) {73 B35 FDAT
o b5 pre s Combination * Medical Device o EFKS fEAB/ES|
E] 5% (2022) Product Design and Software(2020) -2z (2016)
B Development(2016) + Guidance on applying AT A
] human factors and PN
® usability engineering FEE R
15 to medical devices DA
G| including drug- device (2020)
Bl combination products
532 in Great Britain(2021)
(1}
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L8 #H A #8 &4
A | @ EZFaBH . !istﬁm,rmﬁm&m —¥HR & 0 B e
® EH BRBEH A B B A BB A ® R=FmuH
i LRSS R L Ay A EHA AR
fs S R ROt
® ® FUGTREE A &2 Bl Hard - dng AR
# Jodl B HH ol R BREH - AN
ESEUE AN 3 3] HHMLEAAR
HEgkH AL E B BB sR i -
w1 i @dF4 B(Ablation generators) Bhms A R B | BRI AETH
2 2. Rﬁiﬂ(Ancslhesia_ma.chines) oo Heae i‘f-%ﬁ,ﬁ]
g |3 AL Wy 7 4 (Artificial pancreas systems) 10w S & (SaMD) o R E A SRR
s | ¥ BB E (A injectors) EON ER 3 R
5. 8 s & W s (Automated external 2FRAR MOWe |2 W
A defibnllators) & g% Fi~mk |3 #44ti
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manipulation systems) ;
14, F ik # 3 A (Robotic surgery devices) ©
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16. .« F $#i8) (Ventricular assist devices)
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Key components of an autoinjector
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Ergonomic Shape
Different grip options for
wider handling acceptance

Amber’ BE);T 523

ERfe
Amber 387 Pushclick ﬁfﬁﬂqﬂii
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HE https://www.shl-medical.com/zh-hant/product/amber-auto-injector/
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Task Analysis
5 ||' . 1
Autoinjector task analysis - | ) i) 0
Hierarchical task analysis ) . !:
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Autoinjector task analysis *
»

Perception, Cognition, Action (PCA) analysis

Perception /»’
/ @ See the different shape /

or color of the cap /

v/“ . / il
/ /
Cap removal . : Cognition //
3 Recognize it is the cap /
Q§
N

® Action (/
b Be able to perform enough

force to remove the cap

43
Use-related risk assessment
critical task(E R {§=use error)-
HENE, EXTREETS ERRENEENIET
Use errortEingdd, ikiGmERRE, ERBIETEFGET
HAEE VS ETREER
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e
/
+ 4
-
Satisfaction Beyond regulatory requested! H

Aim for the best user experience

Regulatory requested!

All the critical tasks.
e
/ (FOQ 4y
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DA AIEHFRIREA-RETE

Above the surface you see the
Symptoms
Of the problem

Dig deeper to find the
— Root Cause
Of the problem

47
7Rk MR (L & MR (L
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72 Bk M5 VS #as5s
Formative Usability Testing Summative Usability Testing
- Explore use errors for design iteration Validate the medical device and evaluate residual risks
During the design process At the end of the product development process
Depends on the goal and scope Focus on safety and effectiveness for all critical tasks
LETITETI S No standard but recommend 53-8 for iterations Atleast 15 foreach e el
representative users
Device All range fidelity prototypes Final device
- Confirm that the medical device is safe, effective, and
Outcome Design recommendations and back to the development loop the sesidual risks are acceptable
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Human Factors Toolbox

=2=-00e

FIG. 2.1 Contents of the human factors toolbox.

GENERATIVE METHODS

(" DISCOVERY

( marketng ) ( HUMANFACTORS )

Rely on close User relationships I

Use Qualitative Research
VALUE . @ VALUE
. . .
MARKET @ . MARKET
. .
CUSTOMER . . CUSTOMER
. .
STRATEGY Aim for a high STRATEGY
quality product o
‘Dnu«---
\ RELATIONSHIP ’

FIG. 3.1 Relationship of marketing and human factors studies.

N

FIG. 2.2 Genenative HF methods.
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Confirmation bias

* ZEZIFHCHER

* REEMHRINEE

* B EREHRIEARER

c EEMNENBTREAXIFBECHNEE

53

truly understand the user NESHSi

Be open minded,
truly understand the user needs

User groups

* Specific cognitive or physical limitations

* Injection-related knowledge «»+|nflyence device specs
such as force or indications

Use environments

* Home use or clinical setting

* Indoor or outdoor ***Influence device specs such as
noise level or storage criteria

User goals and scenarios
* Complete the injection

» Afraid of injection  ***Influence device functions
such as needle hiding

54
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Take home message (2/2)
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Thanks for your kindly attention!

M lynnchen.k@gmail.com
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